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The Growing Importance of Digital Credentials

» QOrganizations are fundamentally changing the way they conduct business.
The Internet allows a company to operate more efficiently and reach out to
more customers, partners, and employees in a faster and more cost-
effective fashion.

» The explosive growth in the use of this medium has also spawned the
need for increased security measures for digital transactions.

» Digital credentials, like userid/passwords, digital certificates, security
tokens, smart cards, are proliferating in order for organizations to achieve
this security and enable the Internet economy.

» In order to conduct secure digital transactions, the first-time registration for

security credentials used in these transactions is crucial in providing a
trust model in the digital world.
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Authentify - A Practical Business Solution

» The Problem:

Organizations need to develop a scalable and auditable mechanism for
assuring the identity of a participant in an Internet transaction (Intranet,
Internet and Extranet)

» The Solution:

Authentify — provides real-time verification of an Internet user’s identity
by synchronizing an automated telephone call with an Internet session
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What We Do ...

» By synchronizing an Internet session with an automated telephone
call, Authentify:

» offers an automated, self-service registration
 provides a real-time verification mechanism
* captures a jury-worthy audit trail for each transaction

« employs an easy-to-use and globally available means for
authentication — the telephone network

* integrates seamlessly into existing infrastructures

 can be easily customized and implemented in days, not weeks
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* can easily scale — from 1 to 100,000 calls instantly

* reduces authentication costs while providing additional security
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Authentication Methods

Shared Secret Relies on the entry of a shared secret Fast, but insecure:
as verification of a user’s identity — * Few unattainable shared secrets
either via e-mail or voice  Fraud rates rising rapidly

* Low consumer confidence
* Audit mechanism: none

More secure but not scalable:
Physical Presence Requires every user to be physically « Long time delays
present to identify himself « Expensive and not scalable
* Impractical in many locations
» Audit mechanism: picture ID

Conceptually secure, but slow and ineffective:
Mail Utilizes a personal identification number « Takes days to execute

(PIN) transmitted through the mail « High “drop-out” rate
» Audit mechanism: registered/certified mail
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Telephone Implements a multi-part registration Fast, Secure, and Reliable:
(Authentify) process using the Public Switched * Real-time

Telephone Network (PSTN) as a * Trusted and protected

trusted out-of-band network * Familiar, proven, and easy-to-use

* Audit mechanism: recording

Confidential ©2001 Authentify, Inc.



Ol AUTHENTIFY

How Does Authentify|Register Work?

1. Site visitor enters 5. Site visitor authenticated
site owner web site for site owner application

555/555-5555 I Qutcome
> L >

2. Site owner sends - 3 4. Authentify|Register

visitor information ' returns outcome
to Authentify|Register v to site owner

service 8

3. During online session,
Authentify|Register places
telephone call to site visitor
and collects recordings

[:E)'ul

THE INTERNET IDENTITY SPECIALISTS isssssssannnnns

Fully Customizable Process
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Sample Application — Online Banking Registration

/2 Registration - Microsoft Internet Explorer N ] 4|

J File Edit Wew Favorites Tools  Help ﬁ
J gack -~ = - (@) ot | ‘Qhsearch (Gl Favorites  CHistory ||%v =] -

J Address I@ http: fidemo, authentify, comjreqgistration-form-htm, asp j PGD |J Links **

=

XYZ financial

Bringing insight and intelligence to global investments

INWEST | PERSONAL FINAMCE | INSURANCE | PAY BILLS

January 15, 2001

Registration

__ ) * Denotes required fields
Financial Advisors

Contact Us -

Gontact Lis *First Hame *Last Name
Market Snapshot
DA 1010051 & <8362 Mailing Address
NASDAD 39795 & +1356 I
SAP 500 150983 A +5.62 I
Bl nAsDAG City State

L IAIabama j

Zip Code Countr
I IUnited States 'I

CID CD D
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‘test.authentify.com/phone.asp - Microsoft Internet Explorer - |EI|£|

J File Edit ‘iew Faworites Tools  Help ﬁ

J ‘= Back - = - @ 7t | @Search [Fe] Favorites @Histury ||%v =] E v
J.ﬁ.gldress I@ https:/ test, authentify, comphone, asp j {-J?Gn “Links 3

=

XYZ financial

Bringing insight and intelligence to global investments

INVEST | FERSOMAL FINANCE | INSURANCE | PAY BILLS

Januane 15, 2001

About 2 Financial =
More from XY Z Financial Conﬁrmlng Phone Number

Investment unts To insure the secunty of our customers, XYZ Financial will now place
Retirement Accounts an automated telephane call to you to collect a voice recording.

XYZ Elnanclal Advisors Please input or select the number where we can call you, even if

Cantact Us your only available number is being used to access the Internet.

FOR SECURITY PURPOSES, WE ARE NOT DISPLAYING YOUR

Market Snapshot COMPLETE TELEPHONE HUMBER

DA 10106952 4 #8536

MASDAD 39795 & +2356 ' wark Phone: [847) EE3-***0 ext. 228
SAPSDO 150983 A =562

" Mabile Phone: (847) 274-*%*1
Cauntry:
[UNITED STATES ~|
1
o Cther Phone:
Fhone number: E:xtension:

(In 5., enter as smoereoe00ed)
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; https://alpha.authentify.com/ Authentify _Demo/XYZFinancialReg, cho - | Ellﬂ
J File Edit Wiew Favarites Tools Help

J = Back » = - @ ot | @586"’['1 [Fe] Favarites @Histnry ||%v =h E -

Jﬂddress I@ https://alpha, authentify, com/authentify _Demafs¥ZFinancialkeq/choosel,asp j ﬁGo “Links =

=

XY/Z [financial

Bl AUTHE NTIFY
Telephone line availability...

Please answer the following gquestion sowe can determing the best way ta call you:
[FOR SECURITY PURPOSES, WE ARE MOT DISPLAYING ¥OUR COMPLETE TELEFHOME NUMEER)

Canyoutalk on (S47) a53-**+0 ext. =223 while connected to the
Internet?
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3 - Microsoft Internet Explorer =01.x

J File Edit Yiew Favoribes Tools  Help ﬁ
J EBack ~ = - (D i | ‘Ehsearch [GfFavorkes ¢ fHistory ||%v = Q-

J Address I@ https: /i alpha, authentify, comfAuthentify_DemofxYZFinancislfegregister-common)frame, asp j nf?GD |

VO: “Hello — this is the
Authentify registration
XYZ |financial ' service calling on behalf of
XYZ Financial. If you are
expecting this call, press

Bl AUTHEMTIFY

Placing call... o pound. Otherwise, please
hang up.”

Youwill now receive an automated telephone call. You will e asked to enter the following
confirmation number into yaur telephone keypad:

“Please enter the
confirmation number
Confirmation Number: 1234# displayed on your computer
screen now.”

Please do not use your computer until this call is completed!
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] Done I_E|ﬂ Internet v
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3 - Microsoft Internet Explorer =101.x]

J File Edit Wiew Fawvorites Tools  Help ﬁ
J = Back - = - @ i | @Search [#] Favorites @Histury |%v =] E -

J Address @ https: /falpha, authentify . comjauthentify_Demo/=Y¥ZFinancialRegfregister-commonframe, asp j lf'{)GD

“For security
purposes, we are now
XYZ |financial ' going to collect a
voice recording.
Please state your full
name, followed by
Listen carefully to the instructions on the telephone... your mailing address,

then press pound.”

BlAUTHENTIFY

Please do not use your computer until the call is completed!
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@] Done I_Elﬂ Internet 4
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a https:/ /nyz.authentify.com,/results-from-auth.asp - Microsoft Internet Ex - |EI|5|

J Fle Edt Wiew Favorites Tools Help ﬁ

| wBack ~ = - D[] A | Qoearch [Favorites CHHistory | By S [0 -

VO: “Congratulations, you
have completed the

XYZ | financial Authentify|Register demo.

'l

J.ﬁ.gldress I@ https: vz, authentify, comfresulks-From-auth.asp

Bringing insight and intelligence to global investments S5 In an actual application,
INVEST | PERSOMNAL FINANCE | INSURAMNCE | PAY BILLS " XYZ Financial would now
Januarny 15, 200 .
issue you a user ID and
AT Congratulations! password to access your
a0 R S You have completed the Authentify|Register portion of this online account online.

Retirement Accounts registration process. At this stage, a screen from X¥Z Financial
X¥Z Financial Advisors waould appear with your new User |0 and Passwaord that grants you
Contact Us access to its online banking services.

Thank you and goodbye.”

This is only an example of the many types of applications that can
Market Snapshot be developed using the Authentify|Register service. For more

DA 1110950 A <8362 details an how Authentify can provide you with an easy-to-deploy
NASDAT 39295 & +1%56 and cost-effective solution for reducing fraud in your online process,
SGP 500 150083 A& 562 please contact Dan Matic at 847-293-3638 ar you can reach him at
dan.matici@authentify. com

Heturn to Authentify Home Page
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A PKI Registration Process Using Authentify|Register

» Step 0. Distribution of Shared Secret (optional)

» Step 1. Administrator loads user data — A local RA uploads the pertinent user data (e.g.,
distinguished name, email address, phone number) through a secure web site into the central database.

» Step 2. Email notification to users — Users are automatically sent registration instructions and Shared
Secret (optional) with link to first registration page in an email.

» Step 3. User enters Shared Secret — User follows the link in the email to a registration web site (e.g.
AutoRA) and enters their Shared Secret (optional) into the initial registration form.

» Step 4. User confirms their data — Database checks for Shared Secret and returns the user’s phone
number (other information optional). User clicks on “Call Me Now” if they can take the phone call.

» Step 5. User completes Authentify|Register process — The user’s browser is redirected from the
registration page to Authentify. The user performs the Authentify|Register process.

» Step 6. User creates certificate — Upon successful completion of the Authentify|Register process, the
user’s browser is redirected back to the web server and the profile is created.

THE INTERNET IDENTITY SPECIALISTS isssssssannnnns

Confidential ©2001 Authentify, Inc.




- EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENI E U N
3 Authentify|Register forms the foundation for a secure,
3 self-service, and auditable PKI registration process
. Step 0. Step 1. Step 2. Step 3.
. 77N
= / \ .
N Local RA Local RA uploads Auto-email sent to User follows
= issues user a \ : each user with hyperlink in email
n ISh i file of user data to . . : .
= ared Secret secure web site registration to registration page
< face-to-face / instructions and enters info
— \ 7
O ~ -_— i
H_J : ~
<> -’
;’3 / Shared\
— I User i Secret
— db \ issued in /
E \ the email,
(@) e : S
|: Name Company Email Phone Shared Secret |UserlD Password
1]
Z
4
',"_J Step 4. Step 5. Step 6.
Z v
% kes ph
User takes phone
= User confirms data call from A|R and User dqwnloads
. certificate
makes recordings
P
Y= Optional
~ 7
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Authentify — A Secure and Cost Effective Registration

2 Solution

cé > Automated,Self- « Speeds Deployment
@ Service Model _ _

< * Raises Relying Party
M > More Secure Confidence

w

E > Strong Audit Trail * Reduces Fraud

pd

& > Real-time * Reduces Costs/Administrative
E Overhead

4 > Instantly Scalable

- * Provides Strong Legal
% > nghly Customizable Protections

|_
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Company Overview

» Founded: September 1999

» Investors:
e Jim Woodhill — A co-founder of Mission Critical Software

» John Moores — Founder of BMC Software
» Service deployed into production December 2000

» Seasoned management team with significant experience in
security, telephony, and Internet technologies

» Customers: Baltimore Technologies, Entrust, Passlogix, UNext
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